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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford



0.09%



2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?



0.40%



2030. A SINGLE PATCH. that's not sustainable.





1/19 this is rowhammer. you access some memory and other memory locations get corrupted. that's exploitable. since 2014, why still not solved?
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What do vendors do against it?

Mobile vendors since 2018: let’s add ECC by default, then it is more

security!

Also vendors: Let’s squeeze out the last bit of efficiency for battery

runtime



1. that's great!!! fewer bit flips + more security  2. until it is insecure again!!!
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Principled Cryptographic Security and Integrity

Make bit flips degrade performance without impacting security

• Cryptographic MAC

• Detect any number of bit flips

• Correction by brute-force search for correct data
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CSI:Rowhammer Security Guarantees

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%
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Conclusion

1. Add principled security

2. Bump up efficiency A LOT!

3.

4. Profit!
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Conclusion Road to Success

1. Add principled security

2. Bump up efficiency A LOT!

3. Security just eats up some of the efficiency we gained anyway

4. Profit!
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